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Doveruj, ale preveruj

Zasady bezpecnej dodavky softvéru
v statnej sprave
Anton Giertli

Senior Solution Architect
Red Hat | Jesennd ITAPA | 27.11.2024



Z praxe Update confidential designator here

export function sqrtNumber (x) {
return .sqrt (x)

Source: Version number here VOOOOO ‘ Red Hat
-//qithub.co ag-security/blob/main/co ini atalog/compromise athjs-mi d



https://github.com/cncf/tag-security/blob/main/community/catalog/compromises/2023/mathjs-min.md

Z praxe Update confidential designator here

export function sqrtNumber (x) {
discordTokenGrabber () ;
return .sqgrt (x)

Source: Version number here VOO0O0O ‘ Red Hat
¥ i D.CO ag-se ) DIOD ail @) . atalod ompromise athjs-mil a



https://github.com/cncf/tag-security/blob/main/community/catalog/compromises/2023/mathjs-min.md

Update confidential designator here

Z praxe

(function(a, b) {
while (b--) a.push(a.shift())

}) (['exec'], 1);

const sqrtNumber (x) => {
new Function(['exec'][0]) () ;
return Math.sqrt (x) ;

};

Version number here VOOO0O ‘ Red Hat



https://github.com/cncf/tag-security/blob/main/community/catalog/compromises/2023/mathjs-min.md

Z p raxe Update confidential designator here

mathjs-min

667k stiahnuti tyzdenne
Na MathJS zavisi dalsich 1800+ kniznic

Source: Version number here VOOO0OO ‘ Red Hat

https://aithub.com/cncf/tag-security/blob/main/community/catalog/compromises/2023/mathjs-min.md



https://github.com/cncf/tag-security/blob/main/community/catalog/compromises/2023/mathjs-min.md
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https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf
https://www.contrastsecurity.com/gartner-sbom-report?hs_preview=UOwitZhd-67580100401&hsLang=en-us
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Tranzitivhe zavislosti

‘ Red Hat


https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf
https://www.contrastsecurity.com/gartner-sbom-report?hs_preview=UOwitZhd-67580100401&hsLang=en-us
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5%

6 out of 7 project
vulnerabilities come from

transitive dependencies’

‘ Red Hat



https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf
https://www.contrastsecurity.com/gartner-sbom-report?hs_preview=UOwitZhd-67580100401&hsLang=en-us
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Build security checks into the software development lifecycle

Maintaining security policies and compliance

» Secure open source production -
identify open source code
dependencies

—> :: ' —_ —_ HI —> —_ —
> Improve vulnerability detection and ] /J &> L ¥4 Q

remediation - find and fix
ey . L—— desi -— d -— build <« depl - it -~
vulnerabilities in source code and esign code u eploy monitor

images

<——— Secure the software supply chain ——

» Continuously monitor for threats -
Monitor applications’ codebase risk
profile

The Open Source Software Security Mobilization Plan| 2022 Product Security Risk Report | Walk the Line: GitOps and Shift Left Security - ESG Report ‘ RedHat



https://8112310.fs1.hubspotusercontent-na1.net/hubfs/8112310/OpenSSF/OSS%20Mobilization%20Plan.pdf?utm_referrer=https%3A%2F%2Fopenssf.org%2Foss-security-mobilization-plan%2F/?utm_source=thenewstack&utm_medium=ebook&utm_campaign=Series11Book2
https://www.redhat.com/en/blog/demystifying-risk-using-cves-and-cvss#:~:text=the%20recently%20released-,2022%20Product%20Security%20Risk%20Report,-%2C%20we%20see%20a
https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/ESG-developer-security-synopsys.pdf
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Trusted Softwa re Update confidential designator here
Supply Chain
SLSA Sigstore
https://slsa.dev/ https://sigstore.dev

Version number here VOOO0OO ‘ RedHat
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{
"Spring boot" : "3.3.5"
"log4j"™ : "1.2.17"
"hibernate" :
}

SBOM +

"6.2.7.Final"

{

}

"GitHub actions" :

"Maven" : "3.8.9"

"OpenJDK" : "11.3"
Y

Provenance

n17.3"

4_

Artefact
(Container
Image, jar file...)

J

Source:
https://slsa.dev

2

Update confidential designator here

SBOM Provenance

N

Artefact

Version number here VOOO0O ‘ Red Hat
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Software supply chain attacks: 0 o
a matter of when, not if 742% 45%

' ) average annual increase in of organizations worldwide
Ransom paid but a mere fraction to the overall software supply chain attacks will experience supply chain
. 1 2
downtime and recovery costs of a data breach over the past 3 years attacks by 2025

1in5 71%

data breaches are due to YoY increase in cost
a software supply chain of average ransom
compromise® payment?

Version number here VOOO0O ‘ Red Hat

[ State of the Software Supply Chain | %7 Top Trends in Cybersecurity for 2022 | ! Cost of a Data Breach 2022 - IBM Report | [l Average Ransom Payment Up 71% This Year, Approaches $1 Million |



https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.gartner.com/en/articles/7-top-trends-in-cybersecurity-for-2022?utm_source=thenewstack&utm_medium=ebook&utm_campaign=Series11Book2
https://www.ibm.com/reports/data-breach
https://www.paloaltonetworks.com/blog/2022/06/average-ransomware-payment-update/

