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Company Highlights

Established in Czech Republic
▪ 2013 Commenced as AI research university project
▪ 2016 Transformed through seed investment and spin off

Mentioned by Gartner, Forrester, Kuppinger-Cole…
▪ NTA, NDR, NAV,  IT & OT

300+ customers / 500+ deployments worldwide
▪ Government & Public, healthcare, energy, e-commerce, 

critical infrastructure, banks and finance...

Research and Development
▪ AI/ML applications
▪ Detection methods & Wireless Analysis
▪ New OT applications



GREYCORTEX MENDEL

Response
Rapid attack response, 

and incident 
investigation and 

management

+
SCADA/ICS Monitoring

Application Performance 
Monitoring

Asset Inventory (2021)

Visibility
All the network 

communication, devices 
with inventory details, and 

user behavior

Detection
From misconfigurations, performance 

problems, or policy violations 
to undetected malware, ransomware, 
and hacker activities which are able 

to bypass existing security tools

Network Detection and Response





Adversaries Exploit Legitimate It Tools



Architecture

Signatures & DPI
Signatures & Deep Packet Inspection

NBA
Network Behavior Analysis

Stats
Network Statistics

SPAN/MIRROR port

Signature-based detection
▪ Known malware

▪ Known attacks

▪ Known exploitations

▪ Policy violations

▪ High performance packet capture 

Behavior-based detection
▪ Malware activity propagation, downloading, 

spamming

▪ Attacker activity - scanning, brute-forcing, 
exploitation 

▪ C&C activity - RAT, APT, AVT, bots, worms, 
rootkits

▪ Data exfiltration

Visibility & Performance
▪ Complete network visibility

▪ Application performance

▪ Network performance

▪ Application & user awareness

User interface, Reporting, Notification & Integration SIEM, Firewall, …), Response

Threat Intelligence AD/LDAP, EDR, DNS, FW, NAC IDS signatures, GEO IP, WHOIS



Deployment

Sensors
▪ Port Mirroring SPAN, RSPAN, ERSPAN/TAP
▪ ASNM output (= 0,5%  2% of traffic)
▪ Up to 100Gbps/sensor

Collectors
▪ 1 collector = 50+ sensors
▪ Aggregated input up to 100Gbps+ 
▪ Central collector for Events visualization

Devices 
▪ Hardware
▪ Virtual VMware ESXi, Hyper-V, KVM, …)
▪ Cloud AWS, Azure, GCP



www.greycortex.com

WORKSHOP



Malware, Exploits and Hackerʼs activities

▪ Known Threats Link

▪ Projevy nebezpečného chování  
▪ C&C odchozí komunikace Link

▪ Útoky hrubou silou  Link

▪ Skeny Link

▪ Co neodpovídá best practices interní sítě?

▪ Plain-text authentizace  Link

https://demo-mendel.greycortex.com/events.xhtml?state=598cd8b8e9b4485c5b3ee2adc721c950558655f6fa9fef549316eea7bb609da7
https://demo-mendel.greycortex.com/events.xhtml?state=961fefc69237c88f80c6c0bde9d98473e887ee18f2112eed160c287247fb1195
https://demo-mendel.greycortex.com/events.xhtml?state=58bf05477bf503b746c209f4c8ef3f24dd987dacfcd3f8c4eb3ce4cad936a189
https://demo-mendel.greycortex.com/events.xhtml?state=afc8bd42f6a8bcd960ba6dc9d84434924700482a28cbf9b88ba540a0bdccbf27
https://demo-mendel.greycortex.com/events.xhtml?state=f78e24485c490d5402d166aa56b33eab1861f53be055bf03c8a531049412799d
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