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Popularne hrozby a vektory

Phishing

Zranitelnosti

Malware / Ransomware

DDoS utoky

Utoky typu man-in-the-middle
Al generované deepfake
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Riadenie udalosti a kyber incidentov
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¢ | Suspected Malware Execution and Botnet Activity on ei- -mgr-test-endpoint-1

INCIDENTS

What data or information was accessed or exfiltrated?

The data accessed or exfiltrated includes a dropped executable named make-nearmiss.exe, which
was flagged as similar to known malware but not confirmed as malware yet. Additionally, suspected
botnet activity with the threat name Win32/BotnetProtectionTest was detected from source |
127.0.0.1 to destination IP 127.0.0.1, initiated by the user ei- -mgr-t\administrator through
httpclienttester.exe, which was blocked due to its unknown reputation and lack of signature.
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What is the reputation of the dropped executable make-nearmiss.exe?

The dropped executable make-nearmiss.exe has a reputation of “trusted.”
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. Can you provide more details about the source IP 127.0.0.1 and the destination IP 127.0.0.1
in the suspected botnet activity?

. What action was taken in response to the suspected botnet activity with the threat name
Win32/BotnetProtectionTest?

3. Can you provide information about the process httpclienttester.exe and its reputation?
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Monitorovanie, zaznamenavanie,
hlasenie udalosti

209 290

Ako si pomoct™?
 MDR (sluzby manazovanej bezpeCnosti)
Coto obsahuje:

* nepretrzité monitorovanie, triedenie a reakcie na hrozby
* reakcia na aktivne prebiehajuce kampane utoCnikov

* kniZnica priznakov podozrivého spravania

e optimalizacia priznakov podozrivého spravania a vynimiek
* expertiza dodavatela

ESET PROTECT MDR




Rychlost’ detekcie a reakcie
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{Logicka hadanka}

e 8-6=2
e 8+6=2
e 8+11=?



{Odpoved’ Al}

ChatGPT:

e V\zhladom na nestandardné pravidld v Ulohe m6zeme predpokladat, ze
sa pouziva operacia modulo. Pre priklad:

* 8+ 6 =2 naznaCuje, Ze pouzivame operdaciu modulo 6.

 Pre8+11:

8+11=19
19mod6=1

e Takze najpravdepodobnejSi vysledok pre 8 + 11 =? je 1.



Sposobilost’ 'udskych zdrojov

Co je to spdsobilost’?

schopnost alebo moznost vykonavat urCité Cinnosti
alebo plnit urcCité ulohy

Ako ju budovat™

metodickeé vzdelavanie
opakované testovanie vedomosti a skusenosti

Katalog balika PLATINUM

Vyberte si Skolenia zamerané na konkrétne témy podla potrieb vasej spolocnosti.

PHISHING -
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SOCIALNE INZINIERSTVO
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POUZIVANE METODY A FORMY

SOCIALNE INZINIERSTVO

HROZBY V ONLINE PRIESTORE

SOCIALNE INZINIERSTVO

o

HROZBY V PRIESTOROCH FIRMY,

Phishing

V tomto Skoleni sa zamestnanci naucia rozpoznavat phishingové spravy
vdaka praktickym cviceniam a videam, ktoré vysvetluju problematiku
podvodnych e-mailov.

Silné hesla

Vdaka tomuto Skoleniu si zamestnanci osvoja spravne navyky pri vytvarani
a pouzivani silnych hesiel a dozvedia sa ako predchadzat tomu, aby utocnici
ich hesla prelomili.

Socialne inZinierstvo: Pouzivané metody a formy

Uvodné z troch nasich gkoleni zameranych na socialne inZinierstvo priblizuje,
aké metody vyuziva utocnik na dosiahnutie svojich cielov a aké formy mézu
nadobudat’ jeho utoky.

Socialne inZinierstvo: Hrozby v online priestore

Socialne inzinierstvo sa vyuziva pri utokoch, v online priestore, i uz je to
phishing, podvodné webstranky, alebo aj telefonaty, na ktoré vas toto
Skolenie pripravi.

Socialne inZinierstvo: Hrozby v priestoroch firmy

S utokmi, ktoré vyuzivaju metddy socialneho inzinierstva, sa moézeme
stretnut’ aj v redlnom svete. Naucite sa, ako méze utocnik prekonat vasu
fyzicku bezpecnost.



Dakujem za pozornost’
Ondrej KrajC




