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VMware ESXi Vulnerabilities in
Alarming Pattern

Researchers Warn of Chinese-
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Rockwell Advises Disconnecting
Internet-Facing ICS Devices Amid
The MITRE Corporation revealed that it was the target of a nation-state cyber attack that exploited two \, Cyber Threats
zero-day flaws in Ivanti Connect Secure appliances starting in January 2024
— Popular Resources
The intrusion led to the compromise of its Networked Experimentation, Research, and Virtualization

Environment (NERVE), an unclassified research and prototyping network.
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Bug Highlights

The following are some examples of impactful bugs that we awarded

under our new guidelines:

Account Takeover and Two-Factor Authentication Bypass Chain: We
received a report from Yaala Abdellah, who identified a bug in Facebook’s
phone number-based account recovery flow that could have allowed an
attacker to reset passwords and take over an account if it wasn’t
protected by 2FA. We've fixed tl
We rewarded the researcher our highest bounty at $163,000, which

bug and found no evidence of abuse.

reflects its maximum potential impact and program bonuses. While we
were investigating, the researcher was able to build on an earlier find to
chain it to a separate 2FA bypass bug. We've fixed this issue and
rewarded the researcher an additional a bounty of $24,700, including

program bonuses.

2FA Bypass: We also fixed a bug reported by Gtm Mand6z of Nepal, which
could have allowed an attacker to bypass SMS-based 2FA by exploiting a
rate-limiting issue to brute force the verification pin required to confirm

someone’s phone number. We awarded a $27,200 bounty for this report.

Thank you to the bug bounty community for a great year — we are

excited to work together again in 2023.
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DalSie prekazky

Ako pripravit tender a usSetrit™?

- Nastavte jednoduché kritéria

- Tendrujte jeden produkt

- Optimalizujte buducu prevadzku

- Keep it simple

- Ak nemate Specialistov, outsoursujte

- Nechajte si poradit’ od odbornikov
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Alanata a.s.

Einsteinova Business Center
Krasovského 14

851 01 Bratislava 5
Slovenska republika

www.alanata.sk

Alanakba

Technology Meets Business



