Dell Data Security Platform,
ucinna ochrana kritickych dat
pred kybernetickymi utokom
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2024 Global Data Protection Index

Tracking data protection confidence levels of organizations for 10 years

Data loss and downtime continues to be a business concern

735% 40% 88%

are concerned their existing data face challenges over data of organizations agree that the
protection may not be sufficient to security when maintaining generative Al will create large
cope with malware and multicloud environments volumes of new data requiring protection
ransomware threats and security

Global Data Protection Index Report | Dell USA
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https://www.dell.com/en-us/dt/data-protection/gdpi/index.htm?hve=explore+isg_category_data-protection_hero2

Dell data protection

Al powered cyber resiliency and multicloud data protection
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Low Cost — High Efficiency
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FAST EFFICIENT SCALABLE SECURE
Up to 130 TB/hr Typically 65x Upto 1.5 PB Maintain control and
deduplication* usable capacity ensure data immutability

A=P==EC

Protection
Storage

Broad backup
application ecosystem

Cloud enabled Cyber recovery ready

PowerProtect DD

The ultimate protection storage appliance

“When compared to previous generation. Based on Dell EMC internal testing and field telemetry data. April 2021. Actual results may vary
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Anomaly Detection Positioning

Comprehensive and Complementary
Cyber Resiliency

Identify Anomalies

I@ @ Trusted Accuracy
Detect unusual data activity across Pro d u Ctl on Vau It Detect data corruption after an attack with
Ano

all production data backups for 99.5% accuracy and facilitates intelligent
comprehensive view. C and rapid restoration.

D
Integrated Backup App 0 % Isolated & Available
Ensure data sets with risk are O (_é 6 CyberSense intrinsically secured and
quarantined to avoid reinfestation. isolated inside the vault to provide
assurance analytics are available.
Remove from Backups ‘\\\l Data Data F) Identify Malware
Leverage insights of impacted data A 0@ Scan signatures of all indexed backups
potentially remove from backups and for malware

eliminate any future risk.
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Comprehensive cyber resilience

.
ﬁ Immutability

Preserve original
integrity of data

Isolation

Physical & logical
separation of data
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Al-based ML & analytics
identify threats

D<A L Technologies



CyberSense Support for Intelligent Recovery

1 5438 Suspect Suspect Job Name:
files Hosts All Attack Vectors-NFS://192.168.16.210/data/col1/attack_vectors//.

Detect

saclass4wannacry Host saclassdwannacry Extensions saclassdwannacry Modified Time

@ MonMay

Mon Jul 3(

Displaying 13404 out of 15438 entries
No grouping applied. Drag and drop a column header here to group.

Investigate

D NAME HOST OWNER LAST MODIFIED ACCESSED SIZE DIRECTORY LAST KNOWN BACKUP ID e

D Wildlife.wrmv. WNCRY saclass4wann... S-1-6-1-500 Tue Jul 14 01:32:31 2009 n/a 25.03MB saclassdwannacry/Users/Publi...  saclass4wannacry_1536784400
D Tulips.jpg.WNCRY saclass4wann... S-1-6-1-500 Tue Jul 14 01:32:31 2009 n/a 606.62 KB saclassdwannacry/Users/Publi...  saclass4wannacry_1536784400
D Penguins.jpg. WNCRY saclassdwann. 5-1-6-1-500 Tue Jul 14 01:32:31 2009 n/a 759.88 KB saclassdwannacry/Users/Publi. saclassdwannacry_1536784400

Report on last good
backups quickly recover

Copyright © Dell Inc. All Rights Reserved.



PowerProtect Cyber Recovery a & & 0O 0O
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Recovery Options To Meet Your Cyber Resilience SLAs
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Dakujem za pozornost ...

David Prusa

david_prusa@dell.com

https://www.linkedin.com/in/prusa/

. +420 608 877 515
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