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Vektory utokov

- Ukradnuté data
- Zneuzité data

- Zlé kryptovanie
- Zle nakonfi
« Ra

- Phis

- Social
- DDOS

« Brute Force

« Zero Day
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Recipient: Technical Support Hello - Abigail is speaking.
Attacker: Hi, is this _ Enterprise?
Recipient: Yes.

Attacker: Hi, is my call connected - ah, to Daichi Mori from || N
Enterprise?

Recipient: Can you give me a case number?
Attacker: Ah, actually I spoke to Colin, you know Colin?
Recipient: Yes.

Attacker: I had spoken to him, my name is Dana, Dana Hobbs. I’m from
Japan, I need to get in touch with the gentlemen Daichi Mori who is

working with [ €nterprise.

- Recipient: OK, but I don’t understand -
Attacker: I can spell you his name, maybe you can check in your Outlook.
Recipient: Yes.

Attacker: The first name is D-A-I-C-H-I, and the family name is M-O-R-I.

2FA ME‘SSEEE (Small Pause). Do you want me to spell the name again? MESSEEES 10 Baﬂkdﬂ.nr,f

55 t Recipient: No, I can see his picture. Can you tell me who you are again?
en

Contacts InfoStealer

Attacker: Yeah, my name is Dana Hobbs and I am from Japan.

Recipient: OK, from which company? Are you a customer of | G
Enterprise?

attacker: I am a client with [l enterprise, I am working with
I nternational.

Recipient: Can you give me a customer number that you have?

Attacker: Well, I don’t have a customer number. I wanted to speak with
Daichi Mori and unfortunately, I am in China right now. Due to Corona
virus, I am not able to travel back to Japan, and my laptop is not working
today.

Recipient: OK.

Attacker: Can you please help me to look for Daichi? I want to connect him

Check Point to a director from [l International.
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