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One service.

« 200GB MongoDB v AWS
» Bez autentifikacie ,
« 445M zaznamov o klientoch/partneroch s OU



One service.

e Zranitelnost v Apache Struts
e Patch 7.3
» Exploit 10.3.

* Prienik 12.5.

. DnhlasovaCle Udaje
« Exfiltracia OU 150M ludi
« Detekcia po 75 dnoch (SSL cert)




One service.

=" Microsoft

Nov —Jan 2024

« Password spraying
» Prienik do “legacy non-production test tenant account”

» Nasledne “very small percentage of Microsoft corporate email
accounts, including [..[senior leadership team |..|cybersecurity,
legal, and other functions”




One service.

=" Microsoft

Mar 2024

» Uto¢nik pouziva exfiltrované informacie
« Informacie boli zdielané (aj) s klientami emailom
o Zdrojove kody a pristupy do internych systémov



One service.

Ludska chyba ako pricina
incidentu

95% v IBM Cyber Security Intelligence Index
68% v Verizon Data Breach Investigations Report 2024
55% Vv Thales Data Threat Report 2023



22 Preéo TIudia robia chyby?
' 51% vystresovany

NelvedOmOSt . 51% nesustredeny

/|é rozhodnutie 519% unaveny

PI’OSTI’@d |e 47% v rychlom tempe

34% vyhoreny

Tessian: The Psychology of Human Error 2022



== Ako minimalizovat chyby?

/mensovat priestor pre omyl
Budovat povedomie a kulturu

ZlepsSovat firemné prostredie
+ 7
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