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“Imagine a world where all cyber threats 
are neutralized before they even occur.”
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- Master, what 
makes us human?
- Selecting all 
images with traffic 
lights.
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Winter is Coming  Here
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I’m NOT  the kind of guy who says…
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$ 8,000,000,000,000
CYBERCRIME KEEPS ON GROWING ($1 trillion 2020), 

with worldwide expected to reach $8 trillion in 2023 ($10.5 expected 
in 2025)

#
1

#
2

#
3

$667,000,000,00
0

a Month

$154,000,000,00
0

a Week

$21,900,000,000 
a Day

$913,000,000 
an Hour

$15,200,000 
a Minute

$255,000
a Second

Note: The Gross Domestic Product (GDP) in Slovakia was worth 209 
billion USD in 2023 - World Bank. 10 days of world cybercrime!
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Road to AI Everywhere

“Branch of computer 
science that involves 
unsupervised and 
semi-supervised algorithms 
that enable computers to 
CREATE NEW CONTENT  
USING PREVIOUSLY  
CREATED CONTENT , such 
as text, audio, videos, 
images, and code, in 
response to short prompts.”

Source: IDC

GENERATIVE  
AI
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Click to add text
• Second level

• Third level
• Fourth level

• Fifth level
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Click to add text
• Second level

• Third level
• Fourth level

• Fifth level

“GENERATIVE AI 
DEMOCRATIZES the 

execution of 
sophisticated BEC 

attacks, making these 
attacks accessible to a 

broader spectrum of 
cybercriminals.”
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“A chain is no 
stronger than its 

weakest link ”, 
but…
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IT'S NOT ONLY ABOUT THE 
TECHNOLOGY; 

IT’S ALSO ABOUT THE DATA  

“68% of organizations reported data volumes 
are increasing over the next three years. 

Of that number, 40% expect the data volumes 
to increase by 25%+.”

IDC
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Modern Problems Require Modern Solutions
Organizations need to embrace AI as Digital Co-Workers if they want to share in the expected benefits. 
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Automation
Eliminate low hanging 

fruit

Informed 
Decision 
Making
Find patterns and 

insights not available to 
human analysis. 

Reduce 
Human 

Error
Machines don’t get tired 

or have bad days. 

Digital 
Assistants

Quickly access and 
understand issues based 

upon computer led  
analysis.

Generative AI is applied to cybersecurity to support 
professionals by enhancing their decision-making 
capabilities. By targeting the workforce shortage and 
upskilling SOC analysts, GenAI provides HIGHER-FIDELITY, 
HIGHER-SPEED DETECTION in identifying malware, spotting 
phishing attempts, and analyzing web pages for credential 
prompts.

Business/ 
Process

Data

Information Intelligence

Decisions
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There are multiple types of decisions, just like there are multiple types of decision makers at all levels of the enterprise. 
• SITUATIONAL DECISIONS - Frontline and operational employees focus on situational decisions, such as 

determining the next best action.
• SCENARIO DECISIONS - Mid-level managers focus on scenario decisions, such as mitigating risks and optimizing 

plans.
• PORTFOLIO DECISIONS - Executives focus on portfolio decisions, such as allocating resources across the 

portfolio.

Decision types: One size does not fit all

CYBERSEC EXAMPLE
During a board meeting, (1) the Executive Director 

decides to pilot GenAI for real-time threat 
detection in cybersecurity. Following this, (2) the 
Chief Technology Officer uses GenAI to simulate 
cyber-attack scenarios and enhance mitigation 

strategies. Building on these initiatives, (3) the 
CEO allocates resources to fully integrate GenAI 

into core operations, aiming to improve efficiency, 
reduce security costs, and drive future innovation.

(1) (2) (3) 
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Decision Attributes • VARIABILITY : The extent to which a decision 
varies versus remains consistent across time

• AMBIGUITY : The extent to which results of the 
analysis and orientation leading to a decision are 
open to interpretation

• UNCERTAINTY : The extent of information 
relevant to a decision that is available and known

• RISK : The risk associated with a given decision, 
including but not limited to operational, liquidity, 
market, noncompliance, and reputational risks

• FREQUENCY : The number of decisions made 
within a given time

• COLLABORATION : The extent to which a 
decision requires collaboration among people

• DELAY : The time window or period within which 
a decision needs to be made

Decision Attributes: It’s not about decision maker personas or the 
time frame
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Fantasyland Decisions
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Decision Attributes: Road to Automation

An assessment of decisions and decision 
processes based on decision attributes can serve 
as one of the tools for evaluating how appropriate 
technology can be applied to across the following 
five stages of automation:
• Human-led , decision process with minimal or no 

technology support
• Human-led, machine-supported  augmented 

decision process
• Machine-led, human-supported  augmented 

decision process
• Machine-led, human-governed  decision process
• Machine controlled  or fully automated decision 

process

Decision Support, Augmentation, and Automation Ladder
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Generative AI:
The Path to Impact  

Source: IDC

FUNCTION

IT Operations

Software Development

Security

Finance

Marketing

Sales 

Customer Service

Procurement

Supply Chain

HR

Legal

Engineering/R&D

Security Use cases

SECURITY OPERATIONS

INFORMATION SECURITY

RISK/EXPOSURE MANAGEMENT

APPLICATION SECURITY

COMPLIANCE

• ALERT CORRELATION
• User and entity behavioral analytics
• Writing detection rules
• Guided investigations
• Running and implementing playbooks

• UPDATING RULES AND POLICIES
• Showing results
• Providing context
• Protection of sensitive corporate data

• Explanation of vulnerabilities
• Guided remediation
• ATTACK PATH EXPLANATION

• Policy creation
• Proof of protection and 

documentation
• SOCIAL ENGINEERING DETECTION

• CONTINUOUS COMPLIANCE.
• Autor remediation of decision making
• Reducing human-led compliance



23

GenAI Use Case: 
Alert Correlation for Security Operations

A Security Operations Center (SOC) often 
investigates alerts from various IT and 
security sources. CORRELATING AND 

INTERPOLATING ALERTS can significantly 
reduce false alerts.

Business Impact:

Metrics

Fewer alerts and better fidelity in the 
alerts that are investigated.

Ultimately better Mean-time to 
detect/respond (MTTD/MTTR) are 
achieved. 

• Reduced false alerts
• Improved fidelity of 

investigated alerts
• Better mean-time to 

detect/respond 
(MTTD/MTTR)

Risk Level Complexity

High High

Medium Medium

Low Low

SECURITY 
OPERATIONS

HOW?
Estimate Intermediate Behaviors | Filling Gaps | Data Refinement
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GenAI Use Case: 
Updating Rules and Policies for Information Security

Information security tools are often disparaged 
due to numerous rules and policies governing 
data use. GenAI can AUTOMATICALLY ADJUST 

THESE RULES AND POLICIES with minimal 
intervention. Additionally, it can IDENTIFY 
OTHER DATA SECURITY POLICIES across 
deployments (e.g., endpoint DLP, CASB) to 

ensure consistent enforcement.

Business Impact:

Metrics

Faster detections and fewer false 
positives

Repurposed manpower

• Easier automation and 
dynamic adjustment of rules 
to conditional risks.

• Fewer false positives.
• Repurposed manpower for 

more strategic tasks.

Risk Level Complexity

High High

Medium Medium

Low Low

INFORMATION 
SECURITY

HOW?
Automation of Rule and Policy Adjustments |  Identifying and enforcing 
security policies | Improved Alert Fidelity | Human resources optimization | 
Predictive and Proactive Analysis
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GenAI Use Case: 
Attack Path Explanation for Risk/Exposure Management

Business Impact:

Metrics

Improvement to MTTR

Fewer major breaches due to fewer 
attack paths

• Proper understanding of 
attack paths allows for 
blocking or disrupting them

• Makes it harder for 
attackers to have an impact

Risk Level Complexity

High High

Medium Medium

Low Low

Attack paths show how cyber attackers could 
move throughout an organization if they gain 

access through a weak point. A written 
explanation often puts into words what is 

shown visually.
GenAI serves as an aerial surveyor for our 

network, swiftly DISTILLING COMPLEX ATTACK 
PATHS INTO ACTIONABLE INSIGHTS, enabling 

proactive defense of our digital assets.

RISK/EXPOSURE 
MANAGEMENT

HOW?
Fast Analysis and Interpretation | Information Distillation | Automation | 
Continuous Improvement
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GenAI Use Case: 
Social Engineering Detection for Application Security

Security tools can provide INSIGHTS INTO 
USER ACTIVITIES based on their interactions 

with an LLM. By identifying SUBTLE BEHAVIOR 
DIFFERENCES, these tools can DETECT 

FRAUDSTERS AND CRIMINALS attempting to 
manipulate systems without breaking rules. 

GENAI ADDS A DETECTION LAYER to identify 
abusive or manipulative interactions.

Business Impact:

Metrics

Success rate of protecting GenAI 
systems and related sensitive data.

Application availability. 

• Identifying novel ways users 
attempt to exploit systems

• Reducing the risk of losing 
valuable information

• Ensuring continuous 
protection and data security

Risk Level Complexity

High High

Medium Medium

Low Low

APPLICATION 
SECURITY

HOW?
Monitoring and Behavior Analysis | Detection of anomalous behavior | Extra 
Layer of Security | Response Automation
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GenAI Use Case: 
Continuous Compliance for Compliance

Business Impact:

Metrics

Compliance posture known at any time.

Short window of non-compliance.

• Compliance becomes integrated 
into the IT framework

• Elimination of bias and 
subjectivity from compliance

• Executives have real-time 
insight into compliance status

Risk Level Complexity

High High

Medium Medium

Low Low

COMPLIANCE

Cybersecurity compliance is laborious, needs 
large headcount, and impacts productivity. 

Automated monitoring is crucial as regulations 
evolve. EXECUTIVES NEED REAL-TIME 

INSIGHTS into compliance.
GenAI shifts FROM SPORADIC AUDITS TO 

ONGOING MONITORING, ensuring 
organizations meet standards, correct 

deviations, and maintain agility.
HOW?
Automated monitoring | Real-time Analysis | Compliance Process 
Automation | Ongoing Reports and Audits
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HORIZON 1
2024

Alert 
CorrelationUpdating 

rules/policies

Guided 
investigations

Protection and 
documentation

Explanation of 
vulnerabilities

Reduce 
Human-led 
complaince HORIZON 3

2026 and beyond

Providing 
Context

Continuous 
compliance

Social 
engineering

Policy Creation

Information 
Security

Application 
Security

Risk & 
Exposure 

Management
Compliance

HORIZON 2
2025

Guided 
remediation

Showing 
results

Attack path 
friction 

dynamically 
created

Auto 
remediation of 

decision-making

Protection 
sensitive 

corpoarte  data

Running/Imple
menting

Playbooks

Security 
Operations

Relational UBA 
to both entities 

and events

Dynamically 
created 

detection rules

GenAI Cybersecurity Roadmap
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“THEY 
DON’T GET TO 
CHOOSE.”
Without ethical safeguards, GenAI in cybersecurity could independently 
prioritize efficiency over human values, leading to autonomous decisions that 
override our control.

DESTRUCTION OF KING'S LANDING
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